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DEFENSE INFORMATION SYSTEMS NETWORK (DISN): POLICY, 

RESPONSIBILITIES AND PROCESSES 
 

References(s): Enclosure D.   
 
1.  Purpose.  This instruction establishes policy, responsibilities, and 
connection approval process for subnetworks of the Defense Information 
Systems Network (DISN).  Additional overall and specific policies 
governing other subnetworks of the DISN are covered in the following 
instructions: 
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a. CJCSI 6250.01A, “Satellite Communications”  (reference a). 

 
b. CJCSI 6215.01B, “Policy for Department of Defense Voice 

Networks” (reference b). 
 

c. Director of Central Intelligence Directive (DCID) 6/3, “Protecting 
Sensitive Compartmented Information within Information Systems” 
(reference c). 
 
2.  Cancellation.  CJCSI 6211.02A, 22 May 1996, “Defense Information 
System Network and Connected Systems,” is cancelled. 
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3.  Applicability.  This instruction applies to the Joint Staff, Combatant 
Commands, Services, Defense Agencies, Department of Defense (DOD) 
field activities and joint activities; including DOD and Service Non-
Appropriated Fund Instrumentalities. 

25 
26 
27 
28 
29  

4.  Policy.  Enclosure A 30 
31  

5.  Definitions.  See Glossary 32 
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6.  Responsibilities.  Enclosure B 34 
35  

7.  Summary of Changes.  36 
37 
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a. This new version focuses on DISN policy and responsibilities with 

additional emphasis on processes for secure connection of unclassified 
and classified information systems. 
 

b. Provides guidance on the DISN Security Assurance Program. 
 
8.  Releasability.  This instruction is approved for public release; 
distribution is unlimited.  DOD components (to include the combatant 
commands), other Federal agencies, and the public may obtain copies of 
this instruction through the Internet from the CJCS Directives Home 
Page--http://www.dtic.mil/doctrine.  Copies are also available through 
the Government Printing Office on the Joint Electronic Library CD-ROM. 
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9.  Effective Date.  This instruction is effective immediately. 51 
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ENCLOSURE A  

 
POLICY 

 
 
1.  DISN Background 
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a.  The DISN is DOD’s worldwide network that allows the 
warfighter to exchange information in a seamless, interoperable, and 
global battlespace.  Its underlying infrastructure is composed of three 
major segments or blocks: 
 

(1)  The sustaining base (i.e., base, post, camp, or station and 
Service Enterprise Networks) Command, Control, Communications, 
Computers and Intelligence (C4I) infrastructure that will interface with 
the long-haul network to support the deployed warfighter. 
 

(2)  The long-haul telecommunications infrastructure, which 
includes the communication systems and services between the fixed 
environment and the deployed joint task force (JTF) and/or coalition task 
force (CTF) warfighter. 
 

(3)  The deployed warfighter and associated Combatant 
Commander telecommunications infrastructures supporting the JTF 
and/or CTF. 
 

b.  The DISN infrastructure is an integrated network, centrally 
managed and configured to provide dedicated point-to-point, switched 
voice and data, and video services in support of national defense C4I 
decision support requirements. 
 

c.  The DISN provides the global transfer infrastructure by 
integrating separate Combatant Command, Service and Agency (C/S/A) 
networking requirements into a DOD enterprise-wide network to meet 
common-user and special purpose information transfer requirements. 
 

d.  DISN information transfer facilities support secure 
transmission requirements for subnetworks such as the Defense Switch 
Network (DSN), Defense Red Switch Network (DRSN), Non-classified 
Internet Protocol Router Network (NIPRNET), SECRET Internet Protocol 
Router Network (SIPRNET) and the Joint Worldwide Intelligence 
Communications System (JWICS). 
 
2.  DISN Required Features 355 
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a.  Global in scope. 
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b.  Interoperable between all infrastructure segments or blocks. 
 

c.  Support multiple information transfer services for DOD users, 
including: 
 

(1)  dedicated point-to-point; 
 

(2)  switched voice and data, currently NIPRNET, and SIPRNET; 
and 
 

(3)  video services. 
 

d.  Capable of rapid expansion or reconfiguration (minutes and 
hours) and extension to the tactical environment, and be interoperable 
with tactical systems. Bandwidth capacity for surge will be engineered 
and allocated based on contingency requirements and Joint Staff 
validation and direction. 
 

e.  Support automatic rerouting and restoral of circuits by priority 
IAW with existing National Security Emergency Preparedness (NSEP) 
procedures, Telecommunications Service Priority (TSP) procedures, and 
other procedures as required to ensure network performance and user 
requirements are met. 
 

f.  Operation, maintenance, and management under the full 
control of military and DOD civilian personnel. 
 

g.  Robust, adaptive, and reliable by employing network and 
configuration management, diverse routing, and automatic rerouting 
features. 
 

h.   Subnetwork and component survivability commensurate with 
the supported command or mission. 
 

i.   Support multilevel precedence and preemption (to meet assured 
connectivity requirements) and all classifications of information. 
 

j.  Support value-added services, such as messaging and 
conferencing, and allow for the addition of new services and technologies. 
 

k.  Provide a secure information environment for the processing, 
storage, transfer, and use of information in accordance with the DISN 
security policy. 
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l.  Capable of detecting attempts to access the network by 
unauthorized users. Support automatic denial of such access  
attempts and automated reporting of such attempts to the DISN 
management structure. 
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3.  Policy 407 
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a.  All DOD long-haul communications requirements will be 

submitted to Defense Information Systems Agency (DISA) in accordance 
with (IAW) DODI 4640.14 (reference d). DISA will use the appropriate 
DISN service to satisfy DOD long-haul and wide-area network 
information transfer requirements.  Sustaining base and deployable 
requirements will be processed IAW reference d and the supporting 
components’ procedures. 
 

b.  All connections will follow connection approval procedures and 
processes, as established in this instruction.  This includes requests for 
cross-domain connection of TOP SECRET, Special Access Program (SAP) 
or Special Access Requirement (SAR) information systems or networks 
either directly or indirectly to the SIPRNET. 
 

c.  Connections must be designed, developed, integrated, certified 
and accredited as part of the DOD Information Technology Security 
Certification and Accreditation Process (DITSCAP) and documented in a 
System Security Authorization Agreement (SSAA) IAW DOD Directive 
8500.1 (reference e) and DOD Instruction 5200.40 (reference f) and DOD 
8510.1-M (reference g). 
 

d.  Secure configurations of approved information assurance (IA) 
and IA-enabled information technology (IT) products, uniform risk 
criteria, trained systems security personnel, and strict configuration 
control will be used for DISN. 
 

e.  The community risk will be assessed and measures taken to 
mitigate risk IAW procedures established by the DISN Designated 
Approving Authorities (DAAs). 
 

(1)  Applications or systems that will be deployed to multiple 
enclaves connected to the long-haul infrastructure will be assessed for 
security features and community risk. 
 

(2)  Applications or systems that have not completed 
assessments may only be deployed on operational networks with specific 
site and DISN DAA approval.  Such deployments will be of limited 
duration and develop operational usage guidelines and procedures. 
 

A-3 
 



FINAL DRAFT CJCSI 6211.02B 
2 April 2003 

f.  All connections of information systems will be managed to 
continuously minimize community risk by ensuring that the assurance 
of one system is not undermined by vulnerabilities of interconnected 
systems. 
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g.  Information provided through connections must be released 
IAW DOD 5200.1-R (reference h), DOD Directive 5230.11 (reference i), 
and CJCSI 5221.01 (reference j). 
 

h.  Connection among information systems of different security 
domains (e.g., different classification levels, formal compartments, DOD 
with non-DOD entities) will be IAW DOD Directive 8500.1 (reference e) 
and DOD Instruction 8500.2 (reference k).  As a condition of approval, 
such devices must have an identified program management structure 
that retains configuration management responsibility for all deployed 
systems throughout their operational life-cycle. 
 

(1)  Connections among DOD information systems of different 
security domains or with other Non-DOD US Government systems of 
different security domains will be used only to meet compelling 
operational requirements, not convenience. 
 

(2)  The connection of DOD information systems with those of 
US allies, foreign nations, coalition partners, or international 
organizations must be approved by the DISN DAAs, follow applicable 
international agreements, DOD Directive 8500.1 (reference e) and CJCSI 
6510.01 (reference l). 
 

(3)  The connection of TOP SECRET, SAP or SAR information 
systems to the SIPRNET must be approved by the DISN DAAs and 
comply with applicable security directives and instructions. 
 

(4)  Cross-domain connections will be reviewed annually to 
ensure a valid operational requirement for the connection still exists and 
the current implementation satisfies the requirement.  Because these 
connections are considered high risk, they will be recertified annually 
and reaccredited every 3 years.  Recertification will include an 
independent vulnerability assessment of the connection (i.e., assessment 
by organization not directly responsible for connection). 
 

(5)  Only cross-domain solutions (i.e., process limiting the 
exchange of information between systems) approved by the DISN DAAs 
may be used to connect information systems of different security 
domains. 
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(6)  Procedures within the DITSCAP process, including 
registration with the Global Information Grid (GIG) Interconnection 
Approval Process (GIAP) office, review of connections as part of the GIAP 
and community-wide risk assessment by Cross-Domain Technical 
Advisory Board (CDTAB) for approval by the DISN Security Accreditation 
Working Group (DSAWG) must be followed. 
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(7)  The four DISN DAAs (Director, Joint Staff; Director, DISA; 
Director, Defense Intelligence Agency (DIA); and Director, National 
Security Agency (NSA)) hold the responsibility for reviewing and 
accepting the risk of operating the DISN and all connected systems (DOD 
Directive 8500.1 (reference e). 
 

i.  Connections between DOD and Non-DOD government 
information systems will comply with DODI 5200.40 (reference f) or 
equivalent document. 
 

j.  Connections between DOD and contractor information systems 
will comply with DODI 5200.40 (reference f) or equivalent document. 
 

k.  Connected systems and enclaves will be supported by an 
inspection/site visit program to meet security requirements.  This 
program links existing inspection and site assistance/visit actions to 
support the DISN DAAs accreditation decisions of DISN components and 
user enclave connections (reference f, Phase IV). 
 

(1)  All enclaves connected to the DISN long-haul are subject to 
compliance inspections. 
 

(2)  All enclaves connected to the DISN long-haul are subject to 
electronic monitoring for communications management and network 
security purposes. 
 

l.  All DOD personnel are personally and individually responsible 
for providing proper protection to classified information under their 
custody and control, including information on their information systems 
and networks. All officials within the DOD who hold command, 
management (e.g., DAA and Information Assurance Manager (IAM)), or 
supervisory positions (e.g., Information Assurance Officer (IAO) or 
supervisors) have specific, responsibility for the implementation and 
management quality of the Information Security Program within their 
areas of responsibility (DOD 5200.1-R (reference h)). 
 

m.  The DISN will be used for official and authorized purposes 
only. 
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(1)  This includes emergency communications and any other 
communications that the Combatant Commands determines are 
necessary in the interest of DOD.  In the interest of morale and welfare, 
Combatant Commanders may approve communications by DOD 
employees and military members to their family members at home from 
locations to which they are deployed for extended periods of time on 
official business. 
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(2)  Authorized purposes include, for example, brief 
communications made by military members and DOD employees during 
official travel to notify family members of transportation or schedule 
changes.  Reasonable personal communications (such as auto or home 
repair appointments or brief Internet searches) from the military member 
or DOD employee at his or her workplace are also authorized when the 
C/S/A permits categories of such communication and after determining 
that such communications: 
 

(a)  Do not adversely affect the DOD organization’s 
performance or military member’s or DOD employee’s official duties. 
 

(b)   Are of reasonable duration and frequency, and whenever   
possible, made during the employee’s or military member’s personal time 
such as after normal duty hours or during lunch periods. 
 

(c)   Serve a legitimate public interest, such as enabling DOD 
employees or military members to stay at their desks rather than 
requiring them to depart the work area to use commercial systems, or 
improving the morale of military members and DOD employees stationed 
away from home for extended periods of time. 
 

(d)  Would not reflect adversely on DOD (e.g., pornography, 
chain letters, unofficial advertising or soliciting, inappropriate handling 
of classified information) 
 

(e)   Do not overburden the communication system and 
create no significant additional cost to DOD. 
 

n.  DISN non-Defense Satellite Communication System costs will 
be recovered through the Defense Business Operating Fund (DBOF) 
Communication Information Services Activity (CISA) through a billing 
scheme that is published by DISA.  Non-DOD activities will be billed 
through the respective C/S/A approval authority. 
 

o.  Survivability enhancements in transmission paths, routing, 
equipment and associated facilities will normally be limited to systems 
supporting critical missions that justify additional costs. 
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ENCLOSURE B  

 
RESPONSIBILITIES 

 
 

1.  The Chairman of the Joint Chiefs of Staff (CJCS) is responsible for 
operational network policy and overall direction of the DISN. 
 

a.  The Director, Joint Staff delegates to the Director for Command, 
Control, Communications, and Computer Systems (J-6) authority for 
operational DISN policy and direction. 
 

b.  The Director for Command, Control, Communications, and 
Computer Systems (J-6), will: 
 

(1)  Serve as one of the DISN DAAs and exercise authority for 
operational DISN policy and direction. 
 

(2)  Appoint a flag-level representative to the DISN Flag Panel. 
 

(3)  Appoint an O-6/GS-15 representative to the DSAWG. 
 

(4)  Monitor the operational and management effectiveness of the 
network and report significant items (e.g., major mission degradation) to 
the CJCS. 
 

(5)  Resolve DISN requirement conflicts and issues referred to the 
Joint Staff or through the Military Communications Electronics Board 
(MCEB) as appropriate.  
 

(6)  Develop Joint policy, responsibilities, and connection process 
for DISN.  Integrate lessons learned from Information Assurance Panel 
and DSAWG. 
 

(7)  Coordinate assignment of funding responsibility for joint 
requirements to the appropriate Service. 
 

(8)  Validate operational requirement of Non-DOD government and 
contractor connections. 
 

(9)  Validate and approve operational requirement of all cross-
domain connections including combatant command endorsed requests 
for foreign entity connections. 
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(10)  Direct Joint Vulnerability Assessment Process (JVAP) visits, 
as required. 
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(11)  Issue disconnection notices as approved by the DISN DAAs. 
 
2.  The Combatant Commanders, in addition to responsibilities in 
subparagraph 9, will: 
 

a.  Submit their validated DISN requirements through Service 
channels to DISA.  Commander, US Special Operations Command will 
submit service requirements directly to OSD. 
 

b.  Review and submit service restoration priority requests IAW with 
DISA Circular 310-130-4 (reference m). 
 

c.  Endorse foreign entity connection requests and forward request 
through the Joint Staff, J-6 (validation) to the Assistant Secretary of 
Defense for Command, Control, Communications (ASD(C3)) for approval. 
 
3.  The Commander, US Strategic Command (USSTRATCOM), in addition 
to responsibilities in subparagraph 2 and 9 will:  Appoint in writing an 
O-6/GS-15 representative to the DSAWG. 
 
4.  The Services Chiefs, in addition to responsibilities in subparagraph 9, 
will: 
 

a.  Appoint an O-6/GS-15 representative to the DSAWG. 
 

b.  Coordinate cross-domain connections through their Cross-Domain 
Solutions Organizations. 
 

c.  Provide local data distribution capability to meet Combatant 
Command validated connectivity requirements.  (These systems must be 
focused on supporting operational requirements of the parent Service 
and be capable of supporting contingency operations (e.g., joint task 
force headquarters)). 
 

d.  Appoint an O-5/GS-14 representative to the CDTAB.  Formerly 
known as the SECRET and Below Interoperability (SABI) PAT. 
 

e.  Establish Cross-Domain Solution Offices to validate and prioritize 
requests. 
 

f.  Provide requisite site support for the DISN equipment located on 
their respective bases, posts, camps and stations.  Site support will be 
specified by DISA in appropriate procedural documentation and 
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coordinated with the Service. 
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5.  The Director, DISA, in addition to responsibilities in subparagraph 9, 
will: 
 

a.  Serve as the DISN network manager. 
 

b.  Serve as one of the four DISN DAAs. 
 

c.  Appoint a flag-level representative to the DISN Flag Panel. 
 

d.  Appoint an O-6/GS-15 as chairperson of the DSWAG. 
 

e.  Appoint an O-6/GS-15 representative to the DSAWG. 
 

f.  Appoint an O-5/GS-14 as co-chair person of the CDTAB. 
 

g.  Appoint an O-5/GS-14 as representative to CDTAB.  
 

h.  Assess the technical, programmatic, and operational feasibility of 
adding new services and capabilities to the DISN.  New services and 
capabilities will be added in response to validated user requirements and 
planned technology insertion. 
 

i.  Provide final approval for all DISN connections ensuring operational 
requirements have been validated; connections meet all technical and 
interoperability requirements; and subnetworks, systems, and other 
connected components provide adequate security and have been 
accredited by the proper authority. 
 

j.  Develop, coordinate, and publish DISN connection criteria in 
conjunction with Services and Defense Agencies. 
 

k.  Provide operational management for the DISN and be responsive to 
the validated operational requirements of the Joint Staff and C/S/As. 
 

l.  Establish a management structure for the DISN and exercise 
operational direction to include: 
 

(1)  Conduct day-to-day network management of the DISN. 
 

(2)  Maintain configuration management of the DISN (e.g., 
maintaining an accurate and appropriately classified data base of 
existing DISN users, including non-DOD activities, and monitoring 
system service restoration). 
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m.  Monitor the effectiveness of the DISN-provided services in 
satisfying user requirements and respond to Combatant Command 
requests for reports on system performance. 
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n.   Perform required system engineering and modeling to achieve 
optimal network design and implementation approach, and identify 
performance standards for DISN services (e.g., availability and response 
time). 
 

o.  Refer to the Joint Staff any matters that significantly degrade the 
network. 
 

p.  Provide Joint Staff, C/S/As appropriate periodic status and 
programmatic updates. 
 

q.  Analyze and satisfy requests for new DISN services in coordination 
with the Joint Staff and appropriate C/S/As. 
 

r.  Specify and maintain (GIAP web site http://giap.disa.smil.mil//) 
interoperable interface protocol standards, in coordination with the 
C/S/As. 
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s.  Chair the DSAWG on all DISN connection requests. 
 

t.  Ensure the DISN security architecture meets the needs of the DISN 
users. 
 

u.  Develop and maintain DISN planning and program management 
process and documentation. 
 

v.  Ensure security measures, plans, and accreditation policies are 
based on threat assessments validated by the appropriate member(s) of 
the DOD Community. 
 

w.  Provide qualified personnel to conduct compliance with connection 
requirements, assistance and correction, and technical assessments. 
 

x.  Advise the CJCS and Commander, USSTRATCOM on the allocation 
of DISN resources and network anomalies. 
 

y.  Support the Combatant Commands in creating a network common 
operational picture (COP) for their area of responsibility (AOR). 
 

z.  Coordinate the provisioning of network services across the 
transport network, IAW CJCS and Combatant Command requirements.  
As such, DISA will serve as the single point of contact for C/S/A DISN 
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managers when they require service continuity across multiple transport 
networks. 
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aa.  Lead technical efforts related to the end-to-end integration and 
capability of GIG networks to include testing support, interoperability 
certification, and joint spectrum management. 
 

bb.  Provide support to the DOD Chief Information Officer (CIO), the 
Joint Staff, Joint Forces Command, and other Combatant Commands to 
achieve GIG network interoperability. 
 

cc.  Support NSA development of the overall community cross-domain 
solution architecture. 
 

dd.  Establish the SIPRNET Connection Approval Office (SCAO) which 
will: 
 

(1)  Serve as primary coordinator to process and review DOD 
requests for connection of classified security domains, including, but not 
limited too, the SIPRNET. 
 

(2)  Coordinate and jointly manage, with NSA, implementation of 
the GIAP for connection requests, and ensure feedback between 
supporting organizations and the DOD Components. 
 

(3)  Approve requests that are DOD only, single level connections. 
 

(4)  Implement all approved connection requests. 
 

(5)  In coordination with NSA, develop and maintain a SIPRNET 
connection manual describing the step-by-step process the requestor will 
follow to request and implement a cross-domain connection. 
 

(6)  Develop and maintain the GIAP-Classified Systems database 
and web site for recording the technical and operational characteristics 
of all active connections between different security domains. 
 

(7)  Coordinate with NSA in maintaining SSAA guidance and 
templates posted to the GIAP website (http://giap.disa.smil.mil//) for 
use by the customer. 
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(8)  In coordination with NSA, identify vulnerabilities, configuration 
or operational changes that affect individual or classes of accredited 
cross-domain connection implementations; notify the DSAWG and 
affected DAAs of such changes. 
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(9)  Develop, in coordination with NSA, the JVAP to insure all 
cross-domain connections are assessed on an annual basis. 
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(10)  Ensure through the coordination with site DAAs (e.g., base, 
camp, post or station) that cross-domain connections are re-accredited 
annually, to include penetration testing, vulnerability and risk 
assessment, using the Risk Decision Authority Criteria.  The DISA SCAO 
will monitor open vulnerabilities to insure compliance. 
 

(11)  In coordination with NSA, develop and implement a network 
security education, training and awareness program. 
 

(12)  Assist the DOD Components in integrating the cross-domain 
connection process into their certification and accreditation and 
configuration management activities. 
 

(13)  Provide, in coordination with NSA, semi-annual status reports 
on cross-domain connections (CJCSI 6510.01, reference l) to the DOD 
CIO, the CJCS, and the C/S/As and their DAAs with active or planned 
cross-domain connections. 
 

ee.  Establish the GIAP-Unclassified Systems connection approval 
office which will: 
 

(1)  Implement all approved connection requests. 
 

(2)  Review all commercial Internet Waiver requests to DOD 
systems (network and stand alone). 
 

ff.  Perform SIPRNET and NIPRNET Compliance Validation visits to 
potential high-risk (e.g., cross-domain) connections.  Reports of these 
visits will be maintained on the DISA/Field Security Office Vulnerability 
Management System (VMS) database. 
 

(1)  Reports will be available for selective reviews by the DISN DAA 
and C/S/As. 
 

(2)  Inspected sites can respond to Compliance Visit open findings 
via VMS. 
 

(3)  Compliance validation visits will consist of traditional security 
checks, scanning (automated tool) of the connected network, and a JVAP 
if a device is operational.  Compliance validation visit checklists can be 
downloaded at web site http://guides.ritchie.disa.mil. 
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859 
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(4)  DISA teams will assess the security implementation on the 
connected environment from the cryptographic device down to the 
workstation for the SIPRNET connections and from the point of presence 
of the connection to the servers for the NIPRNET connections. 
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6.  The Director, DIA, in addition to responsibilities in subparagraph 9 
will: 
 

a.  Serve as one of the four DISN DAAs. 
 

b.  Appoint a flag-level representative to the DISN Flag Panel. 
 

c.  Appoint an O-6/GS-15 representative to the DSAWG. 
 

d.  Implement, operate and manage JWICS components and facilities 
on the DISN IAW established agreements with DISA. 
 

e.  Provide threat data to support the risk assessments and decisions 
on cross-domain connections. 
 
7.  The Director, NSA, in addition to responsibilities in subparagraph 9 
will: 
 

a.  Serve as one of the four DISN DAAs. 
 

b.  Appoint a flag-level representative to the DISN Flag Panel. 
 

c.  Appoint an O-6/GS-15 representative to the DSAWG. 
 

d.  Appoint an O-5/GS-14 as co-chair person of the CDTAB. 
 

e.  Appoint a JVAP representative. 
 

f.  Provide guidance on required security services and features 
necessary to meet DISN operational requirements. 
 

g.  Recommend techniques and procedures to minimize DISN 
information security vulnerabilities IAW DODD 8500.1 (reference e) and 
Chairman Joint Chiefs of Staff Manual (CJCSM) 6510.01 (reference n). 
 

h.  Develop and/or certify communications security (COMSEC) 
solution.  Produce keying material for all COMSEC. 
 

i.  Establish a TOP SECRET and Below Interoperability (TSABI) 
Program Office to support the Intelligence Community (IC) in 
implementing the TSABI process for TOP SECRET/Sensitive 
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Compartmented Information (S_C_I) information systems to systems of 
different security domains. 
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j.  Establish the NSA Cross-Domain Solutions Organization (CDSO) in 
support of DOD and IC connection requirements, to include: 
 

(1)  Manage the community wide information systems security 
engineering (ISSE) process for the design, development, integration, 
testing (laboratory and on-site testing), and solution documentation for 
validated connection requests. 
 

(2)  Develop and maintain (http://www.iad.nsa.smil.mil) the Risk 
Decision Authority Criteria for identifying an acceptable level of 
community risk appropriate for the connection approval authorities to 
use in making connection decisions. 
 

917 
918 
919 
920 
921 
922 
923 
924 
925 

(3)  Develop the overall community cross-domain solution 
architecture in coordination with DISA and the DOD Service and Agency 
solution developers. 
 

(4)  Develop and maintain (http://www.iad.nsa.smil.mil) Protection 
Profiles for cross-domain solutions in accordance with the Common 
Criteria. 
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(5)  Act as the type-certification authority for cross-domain 
solutions (e.g., guards). 
 

(6)  Develop, maintain, and oversee a common DOD and IC process 
for cross-domain solution development, to include specification of 
robustness and evaluation standards. 
 

(7)  Approve the security criteria for new cross-domain 
components. 
 

(8)  Develop and maintain (http://www.iad.nsa.smil.mil) a RI 
listing of recommended, type-certified, connection security 
implementations.  Each RI will include guidance for appropriate use 
including security concept of operations.  Provide sample SSAA for 
DSAWG approved technology to assist and expedite the accreditation 
process. 
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(9)  In coordination with C/S/A cross-domain solutions 
organizations, support site personnel and system developers to adapt 
existing RIs to the specific environment. The NSA CDSO will review the 
resulting cross-domain architecture, and ensure the resulting solution is 
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consistent with the overall cross-domain solution architecture. 
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(10)  In coordination through C/S/A cross-domain solutions 
organizations, support site personnel, the DISA SCAO, and system 
developers to engineer new cross-domain solutions for requirements not 
adequately addressed by existing RIs.  The NSA CDSO will review the 
resulting cross-domain architecture, and ensure the resulting solution is 
consistent with the overall cross-domain solution architecture. 
 

(11)  Identify vulnerabilities that affect individual or classes of 
accredited connection implementations.  Coordinate with DISA on 
notification of C/S/As and site DAAs for affected systems. 
 

(12)  In coordination with C/S/A cross-domain solutions 
organizations, assist the site DAA in performing the local risk 
assessment and provide feedback to the DAA in completing their SSAA 
for the connection implementation. 
 

(13)  Support DISA development of a SIPRNET connection manual 
describing the step-by-step process the requestor will follow to request 
and implement a connection between classified security domains. 
 

(14)  Serve as the community certification authority and make 
recommendations to the DSAWG and the DISN DAAs on the connection 
implementations for community networks. 
 

(15)  Provide technical support to DISA for development and 
conduct of a cross-domain JVAP. 
 

(16)  Support DISA development of semi-annual status cross-
domain connections reports to DOD CIO, CJCS, and C/S/As and their 
DAAs with active or planned cross-domain connections. 
 
8.  The Director, Defense Security Service (DSS) in addition to 
responsibilities in subparagraph 9 will: 
 

a.  Appoint a DAA for contractor connections to DISN. 
 

b.  Establish security requirements for contractor DISN connections 
and connected enclaves. 
 

c.  Conduct compliance inspections and assistance visits of contractor 
connections/enclaves and direct correction of any deficiencies. 
 
9.  C/S/As, DOD Field Activities and Joint Activities will: 
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a.  Review long-haul common-user transmission requirements and 
forward all requirements not needing Combatant Command, the Joint 
Staff, or ASD(C3) validation and approval to DISA for development of 
technical solution, coordination and implementation. 
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b.  Identify to DISA each DOD system or application device having a 
requirement for long-haul common-user information transfer services for 
DISN planning purposes.  Systems and requirements will be identified to 
DISA as soon as requirements for these services are validated. 
 

c.  Assess technical, programmatic, and operational feasibility of 
adding new services and capabilities to the DISN in regards to the 
sustaining base and deployable infrastructure.  New services and 
capabilities will be added in response to validated user requirements and 
planned technology insertion in coordination with DISA. 
 

d.  Coordinate Service and Defense Agency long-haul requirements for 
DISN access within a Combatant Commander’s geographic AOR with 
Combatant commander and DISA prior to submission. 
 

e.  Validate the requirement and maintain oversight for all component 
connections. 
 

f.  Program, budget, fund and provide support for assigned portions of 
the DISN, including for connection solution(s) (e.g., guards) development, 
procurement, operation and maintenance. 
 

g.  Manage DISN subnetworks when authorized by the Director, J-6, 
the Joint Staff. 
 

h.  Document and validate the operational and IA requirements for 
the connection. 
 

i.  Prior to developing a cross-domain solution, require program offices 
or other developers to coordinate the solution development with the NSA 
CDSO. 
 

j.  Ensure foreign entity connection requests are endorsed by a 
combatant command and forwarded for validation and approval by the 
Joint Staff (J-6). 
 

k.  Ensure non-DOD (e.g., contractor, other USG agency or 
organization) connection requests are endorsed (i.e., sponsored) by a 
DOD organization and forwarded for validation by Joint Staff (J-6) and 
approval by ASD(C3). 
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l.  Apply applicable information, communications, and physical 
security measures and ensure installation requirements continue to meet 
the requirements of the DISN security policy. 
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m.  Ensure approved systems use DISN services to meet mission 
requirements. 
 

n.  Ensure user compliance with DISN policy and procedures. 
 

o.  Maintain direct management responsibility to coordinate, install, 
test, and accept their users’ host and terminal access circuits according 
to DISA-established criteria. 
 

p.  Provide information, as requested, to DISA for DISN billing, 
management and inventory purposes. 
 

q.  Conduct compliance inspections, assistance visits, technical 
engineering inspections, and remote monitoring and vulnerability 
assessments of DISN connections and the connected enclaves in support 
of DISN Assurance Program. 
 

r.  Establish procedures to ensure that prompt and appropriate 
management action is taken in case of compromise of classified 
information, or determination that cross-domain connections may put 
classified information at risk of compromise IAW DOD 5200.1-R 
(reference h).  
 

(1)  Actions will focus on correction or elimination of the conditions 
that caused or occasioned the incident.   
 

(2)  Incidents will be reported IAW DOD 5200.1-R (reference h). 
 

(3)  Military and civilian personnel will be subject to sanctions if 
they knowingly, willfully, or negligently compromise or put classified 
information at risk of compromise.  Sanctions include, but are not 
limited to, warning, reprimand, suspension without pay, forfeiture of pay, 
removal, discharge, loss or denial of access to classified information, and 
removal of classification authority. Action may also be taken under the 
Uniform Code of Military Justice for violations of that Code and under 
applicable criminal law. 
 
10.  The DISN DAAs, will: 
 

a.  Serve as the final approval authority for DISN connections and 
operations after a full evaluation by NSA and DISA of the connection and 
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cross-domain technology has been conducted. 
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b.  Appoint DISN Flag Panel members. 
 

c.  Delegate in writing approval authority to the Flag Panel, DSAWG 
and/or DISA SCAO for specific type requests. 
 

d.  Assess and manage the risk of operating all connected systems 
within the DISN. 
 

e.  Serve as the approving authority for all DOD classified cross-
domain solutions submitted by C/S/As. 
 

f.  Serve as the final appeal for connection requests. Unanimous 
approval by DISN DAAs required for connection. 
 

g.  Make final determination, with DSAWG and Flag Panel 
recommendation, to disconnect or disapprove a cross-domain connection 
or cross-domain solution (see figure C-1). 
 

h.  Annually review cross-domain connections.  Because these 
connections are considered high risk, they will be reaccredited annually, 
and re-certification of the connection will include a JVAP. 
 
11.  DISN Flag Panel will: 
 

a.  Support the DISN DAAs in their role as final approval authority for 
all DISN connections and cross-domain solutions. 
 

b.  Make connection approval decisions for those classes of systems 
and circumstances delegated by the DISN DAAs. 
 

c.  Review and adjudicate DSAWG recommendation(s) on connections 
involving new technology, high risk, or foreign nationals and make 
recommendations to the DISN DAAs for the disconnection or disapproval 
of a cross-domain solution. 
 

d.  Review appeals from connection sponsors of DSAWG decisions.  
Support the DISN DAAs in their annual review of operational 
connections. 
 
12.  DISN Security Accreditation Working Group (DSAWG) will: 
 

a.  Support DISN DAA’s in their role as final approval authority for all 
DISN connections. 
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b.  Make connection approval recommendations to the Flag Panel and 
DISN DAA’s. 
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c.  Make connection approval decisions for those classes of systems 
and circumstances delegated by the DISN DAAs (e.g., similar 
architectures and cross-domain systems previously approved by DISN 
DAAs). 
 

d.  Make recommendations to the Flag Panel and DISN DAAs for the 
disconnection or disapproval of a cross-domain solution. 
 

e.  Develop and coordinate the approval of the DISN Security Policy. 
 

f.  Guide or assist development of DISN integrated system/security 
architecture and policy changes. 
 

g.  Provide the DOD community risk assessment for all cross-domain 
connections between classified domains including, but not limited to, 
connections to the DISN. 
 

h.  Provide early assessment of risk to the DISN Flag Panel. 
 

i.  Coordinate with the Defense and Intelligence Community 
Accreditation Support Team (DICAST) and the IC Information Assurance 
Policy Board (IAPB) on all cross-domain connections between 
TOP_SECRET/S_C_I and other DOD classified domains including, but 
not limited to, connections to the DISN. 
 

j.  Monitor life cycle of the DISN long-haul Service to identify and 
resolve security issues. 
 

k.  Make DISN connection accreditation policy recommendations to 
the MCEB. 
 

l.  Make recommendations to the DISN Flag Panel on resource 
prioritization for DISN connection requests. 
 

m.  Provide security assessments to the GIG Waiver Review Panel in 
support of the DOD CIO GIG Waiver Process.  Note: The GIG Waiver 
Review Panel supports the DOD CIO Executive Board for Requests for 
Waiver of the DISN. 
 
13.  The Cross-Domain Technical Advisory Board (CDTAB) will: 
 

a.  Act as an advisory board to the DSAWG. 
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b.  Perform technical risk assessments of cross-domain solutions. 
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c.  Report results of the assessments (and possible alternative 
proposals to mitigate risk) to the DSAWG. 
 

d.  Operate under the direct guidance of the DSAWG and the general 
guidance of the Flag Panel. 
 
14.  Enclave or Site DAAs will execute the following responsibilities for 
connection to DISN: 
 

a.  Ensure compliance with the GIAP process. 
 

b.  Identify and inform other DAAs affected by the connection and 
assist in developing the associated community risk assessment. 
 

c.  Ensure local risk assessment of each connection implementation is 
conducted to determine whether the local level of risk is acceptable.  
Develop and implement the SSAA to maintain configuration control of 
the connection. 
 

d.  Ensure review of all cross-domain connections annually to ensure 
valid operational requirement still exists and the current implementation 
satisfies the requirement. 
 

e.  Ensure connections between security domains are recertified 
annually and reaccredited every 3 years, to include penetration testing, 
vulnerability and risk assessment. 
 

f.  Ensure a properly conducted certification is accomplished on each 
system considered for accreditation IAW DITSCAP. 
 

g.  Grant final and interim accreditation of a network or system. 
 

h.  Verify that each SSAA complies with information system security 
requirements as reported by the IAM.  Ensure the operational 
information systems security policies are in place for each system, 
project, program, and organization or site for which the DAA has 
approval authority. 
 

i.  Ensure records are maintained for all existing information system 
accreditations or certifications under the DAA’s purview. 
 

j.  Request DSAWG approval for additional security mechanisms and 
software (e.g., encryption and guards) necessary for DISN connection and 
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comply with connection procedures. 
 

1225 
1226 
1227 
1228 
1229 
1230 
1231 
1232 
1233 
1234 
1235 
1236 
1237 
1238 
1239 
1240 
1241 
1242 
1243 
1244 
1245 
1246 
1247 
1248 
1249 
1250 
1251 

k.  Ensure when classified or sensitive information is exchanged 
between logically connected components, the content of this 
communication is protected from unauthorized observation by 
acceptable means, such as encryption or protected distribution systems 
(PDS) (see National Security Telecommunications and Information 
Systems Security Instruction (NSTISSI 7003, reference o). 
 
15.  Information Assurance Manager (IAM) will carry out responsibilities 
outlined in CJCSM 6510.01 (reference n). Note: The term IAM is 
interchangeably with the IA title Information Systems Security Manager 
(ISSM). 
 
16.  Information Assurance Officer (IAO) will carry out responsibilities 
outlined in CJCSM 6510.01 (reference n) and support the JVAP.  Note: 
The term IAO may be used interchangeably with other IA titles (e.g., 
Information Systems Security Officer (ISSO), Information Systems 
Security Custodian, Network Security Officer, or Terminal Area Security 
Officer). 
 
17.  Program Manager for multi-site/multi user application or system 
will identify security features for centrally developed systems. 
 
18.  Cross-Domain Solution Program Manager will maintain life-cycle 
configuration. 
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 1251 
1252 
1253 
1254 
1255 
1256 
1257 
1258 
1259 
1260 
1261 
1262 
1263 
1264 
1265 
1266 
1267 
1268 
1269 
1270 
1271 
1272 
1273 
1274 
1275 
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 1276 
1277 
1278 
1279 
1280 
1281 
1282 
1283 
1284 
1285 
1286 
1287 
1288 
1289 
1290 

 
ENCLOSURE C  

 
CONNECTION PROCESS 

 
 
1.  Connection Request uses language from the perspective of a site 
initiating the request.  While sites will always be the ultimate location of 
this technology development work, prior to fielding to multiple sites, this 
development work may be accomplished via Service and Agency program 
efforts.  In such cases, in compliance with reference f, those program 
offices will follow this process to achieve type accreditation status if their 
product relies upon cross-domain technology. 
 
2.  SIPRNET Connection Requests (See Figure C-1) 1291 

1292  
a.  Step 0:  Prepare Request  

 
1293 
1294 
1295 
1296 
1297 
1298 
1299 
1300 
1301 
1302 
1303 
1304 
1305 
1306 

(1)  In preparation for connection registration, organization having 
connection requirement will: 
 

(a)  Determine and document the mission needs the connection 
will support. 
 

(b)  Document the implementation information protection 
requirements and have the protection requirements validated.  C/S/As 
solution providers may assist in the documentation of protection 
requirements. Implementation information protection requirements will 
include: 
 

1.  Information types and classifications. 
 

1307 
1308 

2.  Type of user access required. 
 

1309 
1310 

3.  Applicable policy. 
 

1311 
1312 

4.  Characterization of threats to the information types and 
classifications (types and characterization of adversaries, adversary 
attack types and motivations). 
 

1313 
1314 
1315 
1316 

5.  Required security services and strengths. 
 

1317 
1318 
1319 
1320 

(c)  DAAs representing the security domains to be connected will 
validate the implementation-independent information protection 

C-1 
 



FINAL DRAFT CJCSI 6211.02B 
2 April 2003 

requirements. 
 

1321 
1322 

1.  Single DAA will:  Validate the protection requirements for 
the connected domains, if the security domains to be connected are 
under a single DAA with no DISN managed connectivity. 
 

1323 
1324 
1325 
1326 

2.  Multiple DAAs will:  Validate the protection requirements 
for the connected domains, if the security domains to be connected 
involve more than one DAA but no DISN managed connectivity. 
 

1327 
1328 
1329 
1330 

3.  DISN DAAs will:  Validate the protection requirements for 
the connected community, if the security domains to be connected 
involve any DISN managed connectivity. 
 

1331 
1332 
1333 
1334 

4.  Site or Enterprise DAA.   The DAA requesting connection 
will validate the protection requirements for his domain. 
 

1335 
1336 
1337 
1338 
1339 
1340 

(d)  The DAA requesting must ensure there is a valid operational 
requirement for all connections. 
   

b.  Step 1 – Authorize and Prioritize Request  1341 
1342 
1343 
1344 
1345 
1346 
1347 
1348 
1349 
1350 
1351 
1352 
1353 
1354 
1355 
1356 
1357 
1358 

 
(1)  Requests for single-level SIPRNET connection for DOD 

organization are validated by requesting DAA and submitted to GIAP 
under Step 2 below. 
 

(2)  Requests for cross-domain connection requirement of US 
classified or unclassified enclaves/networks to SIPRNET must be 
endorsed by the appropriate C/S/A headquarters, validated and meet 
requirements outlined in Appendix A prior to or simultaneously with 
submitting connection requirement under Step 2 below. 
 

(3)  Requests for SIPRNET connections for Non-DOD US 
government organizations, contractors and foreign entities must be 
validated and meet requirements outlined in Appendix A prior to or 
simultaneously with submitting connection requirement under Step 2 
below. 
 

(4)  C/S/A will:  Validate and prioritize their cross-domain 
connection requests and update prioritization whenever new requests are 
submitted. 
 

1359 
1360 
1361 
1362 

(5)  Joint Staff, J-6 will:  Prioritize and provide guidance to NSA 
and DISA on cross-domain connection requests in coordination with the 
Joint Staff, J-3 in the event of operational priority conflicts or resource 

1363 
1364 
1365 
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constraints.  
 

1366 
1367 

c.  Step 2: Process Request 1368 
1369  

(1)  DAA Requesting Connection of Enclaves will:  Submit 
connection request through GIAP.  The GIAP is a DISA SCAO managed 
web based process to initiate, guide and track connection requests. 

1370 
1371 
1372 
1373  

(2)  DISA SCAO will: 
 

1374 
1375 
1376 
1377 
1378 
1379 

(a)  Ensure appropriate validation of each request. 
 

(b)  Determine type of connection request. 
 

1.  Routine connection – Single level connection (enclaves of 
like security domains). 
 

1380 
1381 
1382 

2.  Cross-domain connection (different security domains) or 
high-risk connection. 
 

1383 
1384 
1385 
1386 
1387 
1388 
1389 
1390 
1391 

(c)  Assign ticket number and tracks requests throughout 
process. 
 

(d)  Direct request to appropriate engineering or connection 
approval process. 
 

1.  Routine connection – request forwarded to SIPRNET 
Connection Approval Process (SIPRCAP) for connection. 
 

1392 
1393 
1394 

2.  Cross-domain connection – request forwarded to NSA 
CDSO for tailoring of RI or development of new cross-domain solution. 
 

1395 
1396 
1397 
1398 
1399 
1400 

(3)  Determine the accreditation status of the enclaves before 
certifying the connection. 
 

d.  Step 3: Develop Connection Solution 1401 
1402  

(1)  NSA CDSO will: 
 

1403 
1404 
1405 
1406 
1407 
1408 
1409 

(a)  Review the connection requests sent by the DISA SCAO. 
 

(b)  Verify the DISA SCAO assigned the appropriate connection 
type. 
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1.  Appropriate Reference Implementation Exists: Connection 
of different security domains where the appropriate RI exists. 
 

1410 
1411 
1412 

2.  No Appropriate RI Exists: Connection of different security 
domains where appropriate RI does not exist. 
 

1413 
1414 
1415 
1416 
1417 

(c)  If the Appropriate RI exists, the NSA CDSO will: 
 

1.  Work with the site point of contact (POC) and appropriate 
C/S/A solution providers to adapt existing RI to the specific requirement. 
 

1418 
1419 
1420 

2.  Ensure the resulting solution is consistent with the 
overall community (i.e., DOD and IC) cross-domain architecture. 
 

1421 
1422 
1423 

3.  Approve the engineering documentation and 
implementation of the adapted solution. 
 

1424 
1425 
1426 
1427 
1428 

(d)  If no Appropriate RI exists, the NSA CDSO will: 
 

1.  Work with the site POC, the DISA SCAO and appropriate 
C/S/A developers to engineer a new solution. 
 

1429 
1430 
1431 

2.  Lead the security engineering effort to: 
 

1432 
1433 

a Ensure the resulting solution is consistent with the 
overall community cross-domain architecture. 
 

1434 
1435 
1436 

b Approve the development of new cross-domain 
components. 
 

1437 
1438 
1439 

c Ensure the organization security evaluation criteria 
reflect the desired security functions and attributes. 
 

1440 
1441 
1442 

e.  Step 4: Evaluate Connection Solution 1443 
1444  

(1)  NSA CDSO will: 
 

1445 
1446 
1447 
1448 
1449 
1450 
1451 
1452 
1453 

(a)  Facilitate the community security evaluation organizations 
(e.g. DISA, NSA, and DIA) in performing security evaluations and risk 
assessments of cross-domain solutions. 
 

(b)  Ensure security components meet the security criteria 
(ensure organization evaluation). 
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(c)  Ensure RIs meet their security criteria (ensure RI 
evaluation). 
 

1454 
1455 
1456 
1457 
1458 

(d)  Ensure fielded solutions meet their security criteria. 
 

(2)  Community security evaluation organizations will:  Perform 
security evaluations and risk assessments of the cross-domain solutions, 
as part of the CDTAB, in coordination with the NSA CDSO. 
 

1459 
1460 
1461 
1462 

(3)  Cross-Domain Technical Advisory Board (CDTAB) will: 
 

1463 
1464 
1465 
1466 
1467 
1468 
1469 
1470 

(a)  Review security evaluations and risk assessments. 
 

(b)  Forward connection recommendations to the appropriate 
approval bodies (DSAWG, Flag Panel, and DISN DAAs) through the DISA 
SCAO. 
 

f.  Step 5: Connection Approval 1471 
1472  

(1)  DISA SCAO will: 
 

1473 
1474 
1475 
1476 
1477 
1478 
1479 
1480 

(a)  Review the entire request and other related documentation 
and provide guidance to the connection approval authorities. 
 

(b)  Document the accreditation status of the enclave on both 
sides of the connection. 
 

(2)  Single DAA will:  Accredit the connection and notify the DISA 
SCAO through the GIAP, if the security domains of the interconnected 
systems are under a single DAA with no DISN connectivity. 
 

1481 
1482 
1483 
1484 

(3)  Multiple DAAs will: Accredit the connection and notify the DISA 
SCAO through the GIAP, if the security domains involve more than one 
DAA but no DISN managed connectivity. 
 

1485 
1486 
1487 
1488 

(4)  DISN DAAs will: 
 

1489 
1490 
1491 
1492 
1493 
1494 
1495 
1496 
1497 
1498 

(a)  Accredit the connection of the enclave to the long-haul 
transport infrastructure, if the security domains involve DISN managed 
connectivity.  The local DAA accredits the enclave being connected. 
 

(b)  Delegate authority to the Flag Panel, DSAWG or DISA SCAO 
for some connection decisions. The DISN DAAs remain the decision 
authority for those connections not delegated. 
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(5)  DSAWG will:  Review and approve connections (as delegated) or 
forward recommendation(s) to the Flag Panel. 
 

1499 
1500 
1501 

(6)  Flag Panel will:  Approve the connections (as delegated) or 
forward recommendation(s) to DISN DAAs for final resolution. 
 

1502 
1503 
1504 

g.  Step 6: Connection 1505 
1506  

(1)  DISN DAAs, Flag Panel or DSAWG will.  Provide connection 
approval or disapproval is provided to the DISA SCAO. 
 

1507 
1508 
1509 

(2)  DISA SCAO will: 
 

1510 
1511 
1512 
1513 
1514 
1515 
1516 
1517 
1518 
1519 
1520 

(a)  Notify the site and C/S/A DAA of approval with the results 
and conditions (including time limits) via an interim authority to connect 
(IATC) or an authority to connect (ATC) letter. 
 

(b)  Notify the site and appropriate C/S/A DAA of disapproval. 
 

(c)  Initiate disconnection process (Step 7) if a connection is 
identified as non-compliant with its IATC or ATC. 
 

(3)  Site DAAs will:  Operate the approved enclave connection in 
compliance with approved conditions provided by DISA SCAO via IATC or 
ATC letter. 
 

1521 
1522 
1523 
1524 

(4)  DISA and NSA will: 
 

1525 
1526 
1527 
1528 
1529 
1530 
1531 
1532 
1533 
1534 

(a)  Review cross-domain connections annually to ensure a valid 
operational requirement for the connection still exists and the current 
implementation satisfies the requirement. 
 

(b)  Re-accredit connections considered high risk annually.  Re-
accreditation of the high-risk connections will include a JVAP.  On-site 
JVAP is conducted annually, or as directed by the Joint Staff. 
 

h.  Step 7: Disconnection 1535 
1536  

(1)  DISA SCAO will: 1537 
1538 
1539 
1540 
1541 
1542 
1543 

 
(a)  Inform the DISN Flag Panel via the DSAWG of site non-

compliance. 
 

(b)  Notify the site and the appropriate C/S/A representative. 
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(c)  Continue contact with the site to monitor remedial actions.  
If actions are unsatisfactory, the DISA SCAO advises the J6, Joint Staff. 
 

1544 
1545 
1546 

(2)  Flag Panel will:  Recommend to Joint Staff/J6 that a 
disconnect warning notice be issued. 
 

1547 
1548 
1549 

(3)  Joint Staff, J-6 will: 
 

1550 
1551 
1552 
1553 
1554 
1555 
1556 
1557 
1558 
1559 
1560 
1561 
1562 

(a)  Initiate coordination with J3 and enclave component to 
assess operational impact of the potential disconnects. 
 

(b)  Release a message giving 30 days to bring the connection 
into compliance or submit a plan to achieve connection compliance. 
Submitted plan must lead to compliance within 60 days of notification 
message release. 
 

(c)  Issue a coordinated DISN DAA order to disconnect, if 
compliance is not achieved within 30 day or 60 day windows. 
 

(4)  DISA Network Operators will:  Verify and implement 
disconnection as directed. 
 

1563 
1564 
1565 

(5)  Site DAA will: 
 

1566 
1567 
1568 
1569 
1570 
1571 
1572 
1573 
1574 
1575 
1576 

(a)  Disconnect device with approval from his/her senior 
headquarters, if DAA determines any device in the enclave, including 
cross-domain solution, is no longer required.  The DAA will notify the 
DISA SCAO via letter and update the site SSAA. 
 

(b)  Terminate connection, if DAA determines that a connection 
is no longer required and notify the DISA SCAO via routine 
letter/message. 
 

i.  Timelines for Cross-Domain SIPRNET Connection Requirements 1577 
1578  

(1)  Joint Staff, J-6 and ASD(C3) will: 
 

1579 
1580 
1581 
1582 
1583 
1584 
1585 
1586 
1587 
1588 
1589 

(a)  Validate and approve operational requirement for cross-
domain connection requests (DOD different classification levels, Non-
DOD government, contractor and foreign entities) within 5 working days, 
if all required information is provided by requesting/endorsing DOD 
organization. 
 

(b)  Validate and approve operational requirement for 
“CRITICAL” connection requests can be completed in 24 hours, if all 
required information is provided by requesting/endorsing DOD 
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organization. 
 

1590 
1591 
1592 
1593 
1594 
1595 
1596 
1597 
1598 
1599 
1600 
1601 
1602 
1603 
1604 
1605 
1606 
1607 
1608 
1609 
1610 
1611 

(2)  DISA SCAO will assign tracking number with 2 working days. 
 

(3)  NSA will: 
 

(a)  Complete engineering and evaluation (Step 2 and 3) within 
4-6 weeks for connection requirements using existing connection 
solution requiring only tailoring of RI.  Actual timelines for completion 
will depend on completeness of information provided, overall priorities, 
extent of tailoring required and funding.  Note: Use or tailoring of an 
approved RI will reduce potential engineering and evaluation timelines 
and effort required. 
 

(b)  Complete engineering and evaluation (Step 2 and 3) within 
9-12 weeks for connection requirements requiring development of new 
cross-domain solution.  Actual timelines for completion will depend on 
completeness of information provided, complexity of the proposed new 
solution, overall priorities, and funding.  Note:  This is least preferred 
solution for time-sensitive requirements due to potential engineering and 
evaluation effort required and unforeseen technical problems. 
 

(c)  DSWAG, Flag Panel and DISN DAA will:  Approve connection 
within 1-3 weeks depending level of approval required (DSAWG, Flag 
Panel, or DISN DAA), completion of engineering and evaluation steps and 
time sensitivity of request.  Note:  Approval process coordination can be 
run concurrently with Step 2 and 3 for high priority (time sensitive) 
connection requirements, but engineering and evaluation steps must still 
be completed prior to final approval. 

1612 
1613 
1614 
1615 
1616 
1617 
1618 
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1619 
1620 
1621 
1622 
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3.  NIPRNET Connection Requests 1622 
1623  

a.  Step 0: Prepare Request.  C/S/A review connection requirement 
and prepare information for completing NIPRNET connection request or 
waiver.  See Connection Approval Process (CAP) electronic form on 
NIPRNET CAP website for information required (

1624 
1625 
1626 

HTTP://cap.nipr.mil//). 
 

1627 
1628 

b.  Step 1: Process Request. 
 

1629 
1630 

(1)  Requesting Organization will: 
 

1631 
1632 
1633 
1634 

(a)  Register NIPRNET connection, by completing the CAP online 
form, which is submitted electronically via the NIPRNET CAP website 
(HTTP://cap.nipr.mil//). 
 

1635 
1636 
1637 
1638 
1639 
1640 

(b)  Register an Internet Waiver/User Enclave Waiver (reference 
p), by completing the Internet Waiver/User Enclave Waiver form, which 
is submitted electronically via the NIPRNET CAP website. 
 

1.  An INTERNET waiver is required for temporary approval 
for a DOD Service or Agency to connect to the Internet and the NIPRNET. 
 

1641 
1642 
1643 

2.    A User Enclave Waiver is required for a connection to 
the Internet by a DOD Service or Agency that is not connected to the 
NIPRNET. 

1644 
1645 
1646 
1647  

(2)  NIPRNET Connection Approval Office (NCAO) will: 
 

1648 
1649 
1650 
1651 
1652 
1653 

(a)  Ensure appropriate validation of each non-DOD request. 
 

(b)  Determine type of connection request.  Connection types: 
 

1.  Routine connection.  If the connection is a routine 
connection NCAO, move directly to step 3. 
 

1654 
1655 
1656 

2.  Internet Waiver/User Enclave Waiver. 
 

1657 
1658 
1659 
1660 

(c)  Evaluate the data for completeness and security relevance. 
 

c.  Step 2: Evaluate Waiver 1661 
1662  

(1)  NCAO will: 
 

1663 
1664 
1665 
1666 

(a)  Facilitate the community security evaluation organizations 
(e.g. DISA, NSA, and DIA) in performing security evaluations and risk 
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assessments of waiver. 
 

1667 
1668 
1669 
1670 
1671 

(2)  Ensure security components meet the security criteria (ensure 
organization evaluation). 
 

(3)  NIPRNET PAT will: 
 

1672 
1673 
1674 
1675 
1676 
1677 
1678 

(a)  Review security evaluations and risk assessments. 
 

(b)  Forward connection recommendations to the appropriate 
approval bodies (DSAWG, Flag Panel, and DISN DAAs). 
 

d.  Step 3: Connection Approval 
 

1679 
1680 
1681 
1682 
1683 
1684 

(1)  Routine connection. 
 

(a)  NCAO will: 
 

1.  Notify the requesting organization/user about its 
approval to connect to the NIPRNET. 
 

1685 
1686 
1687 

2.  Send organization a Registration Tracking number and 
Consent to Monitor form.  The Registration Tracking number is 
necessary for you to make any future changes or updates to the CAP. 
 

1688 
1689 
1690 
1691 
1692 
1693 

(b)  Requesting organization will: 
 

1.  Sign the Consent to Monitor form (must be signed by the 
organization’s commander, DAA, or other command-designated official). 
 

1694 
1695 
1696 

2.  Fax the Consent to Monitor form to (703) 882-2885 or 
mail signed form to: 
 
DISA, NIPRNET CAP  
NS 523 5275  
Leesburg Pike Falls Church, VA 22041 
 

1697 
1698 
1699 
1700 
1701 
1702 
1703 

(2)  Internet Waiver/User Enclave Waiver 1704 
1705  

(a)  NCAO will:  Review entire request and other related 
documentation and provides guidance to the connection approval 
authorities. 
 

1706 
1707 
1708 
1709 

(b)  DSAWG will:  Review and approve waiver (as delegated) 
approval or forward recommendations to the Flag Panel. 
 

1710 
1711 
1712 
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(c)  Flag Panel will: Review and approve waiver (as delegated) or 
forward recommendation to DISN DAAs for final resolution. 
 

1713 
1714 
1715 

(d)  DISN DAAs will:  Review and approve waiver. The DISN 
DAAs may delegate authority to the Flag Panel, DSAWG or NCAO for 
some waiver decisions. 
 

1716 
1717 
1718 
1719 

e.  Step 4: Disconnection 1720 
1721  

(1)  NCAO will: 
 

1722 
1723 
1724 
1725 
1726 
1727 
1728 
1729 
1730 
1731 

(a)  Inform the DISN Flag Panel via the DSAWG of site non-
compliance. 
 

(b)  Notify the site and the appropriate C/S/A representative. 
 

(c)  Continue contact with the site to monitor remedial actions.  
If actions are unsatisfactory, the NCAO advises the J6, Joint Staff. 
 

(2)  Flag Panel will:  Recommend to Joint Staff/J6 that a 
disconnect warning notice be issued. 
 

1732 
1733 
1734 

(3)  Joint Staff will: 
 

1735 
1736 
1737 
1738 
1739 
1740 
1741 
1742 
1743 
1744 
1745 
1746 
1747 

(a)  Initiate coordination with J3 and enclave component to 
assess operational impact of the potential disconnects. 
 

(b)  Release a message giving 30 days to bring the connection 
into compliance or submit a plan to achieve connection compliance. 
Submitted plan must lead to compliance within 60 days of notification 
message release. 
 

(c)  Issue a coordinated DISN DAA order to disconnect, if 
compliance is not achieved within 30 day or 60 day windows. 
 

(4)  DISA network operators.  Verify and implement disconnection 
as directed. 
 

1748 
1749 
1750 

(5)  Site DAA.  Terminate connection, if DAA determines that a 
connection is no longer required and notify the DISA SCAO via routine 
letter/message. 
 

1751 
1752 
1753 
1754 

4.  Points of contacts 1755 
1756  
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a.  Site DAA submits SIPRNET connection requests through GIAP web 
site (

1757 
HTTP://giap.disa.smil.mil//). 

 
1758 
1759 
1760 Site DAA submits NIPRNET connection requests through the NIPRNET 

CAP website (HTTP://cap.nipr.mil//). 1761 
1762 
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 1762 
1763 
1764 
1765 
1766 
1767 
1768 
1769 
1770 
1771 
1772 
1773 
1774 
1775 
1776 
1777 
1778 
1779 
1780 
1781 
1782 
1783 
1784 
1785 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

(INTENTIONALLY BLANK)
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 1786 
1787 
1788 
1789 
1790 
1791 
1792 
1793 
1794 
1795 
1796 
1797 
1798 
1799 

 
APPENDIX A TO ENCLOSURE C  

 
VALIDATION AND APPROVAL REQUEST FOR CROSS-DOMAIN, NON-
GOVERNMENT, CONTRACTOR OR FOREIGN ENTITY CONNECTIONS 

 
 
1.  Connection requests for DOD cross-domain, Non-DOD government 
(federal, state, local), contractor or foreign entity connections require 
validation and approval of operational requirement.  This validation and 
approval request must be submitted before or simultaneously with 
connection request through GIAP. 
 
2.  DOD Cross-Domain Connection. The following connections validation 
and approval requirements are mandatory for cross-domain connection 
requirement to SIPRNET of other DOD US classified security domain or 
unclassified enclaves/networks. 
 

1800 
1801 
1802 
1803 
1804 
1805 
1806 
1807 
1808 
1809 
1810 
1811 
1812 
1813 

a.  Sponsoring organization endorses the connection validation 
request (see subparagraph 5 for Request Example) and forwards to Joint 
Staff, J-6. 
 

b.  Joint Staff, J6 validates and approves the connection request. 
 

c.  Joint Staff, J-6 informs DISA SCAO of validation and approval of 
operational requirement. 
 
3.  Foreign Connection.  Following connection validation and approval 
requirements are mandatory for direct or indirect connections between 
US classified enclaves and foreign entity.  This includes US classified 
enclaves to US classified enclaves, which permit direct foreign access or 
connections of US classified enclaves to US enclaves, which are 
connected to other shared classified enclaves (e.g., coalition, bilateral). 
 

1814 
1815 
1816 
1817 
1818 
1819 
1820 
1821 
1822 
1823 
1824 
1825 
1826 
1827 
1828 
1829 
1830 

a.  Sponsoring DOD C/S/A organization prepares the connection 
validation request (see subparagraph 5 for Request Example) and 
forwards to appropriate Combatant Command. 
 

b.  Combatant Command reviews and endorses sponsoring 
organization (Service, or Defense Agency) connection request.  If foreign 
entity country is not located in Combatant Command AOR appropriate 
Combatant Command will be provided information copy of request.  
Combatant Command forwards request to Joint Staff, J-6. 
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c.  Joint Staff, J-6 validates and approves connection request. 
 

1831 
1832 
1833 
1834 
1835 
1836 
1837 
1838 

d.  Joint Staff, J-6 informs DISA SCAO of validation and approval of 
operational requirement. 
 

e.  Sponsoring DOD organization is responsible for ensuring 
compliance with all DOD IA and CND policies and procedures. 
 
4.  Non-DOD Government Connection. The following connections 
validation and approval requirements are mandatory for connections 
between DOD and Non-DOD government information systems. 
 

1839 
1840 
1841 
1842 
1843 
1844 
1845 
1846 
1847 
1848 
1849 
1850 
1851 
1852 
1853 
1854 
1855 
1856 
1857 
1858 

a.  Sponsoring organization endorses the connection validation 
request (see subparagraph 5 for Request Example) and forwards to Joint 
Staff, J-6. 
 

b.  Joint Staff, J6 validates the connection request and forwards to 
ASD(C3). 
 

c.  ASD(C3) approves the connection request and informs Joint Staff, 
J-6. 
 

d.  Joint Staff, J-6 informs DISA SCAO of validation and approval of 
operational requirement. 
 

e.  Non-DOD USG organization must comply with all DOD IA and 
CND policies and procedures. 
 
5.  Contractor Connection.  The following connection validation and 
approval requirements are mandatory for connections between DOD and 
Contractor information systems: 
 

1859 
1860 
1861 
1862 
1863 
1864 
1865 
1866 
1867 
1868 
1869 
1870 
1871 
1872 
1873 
1874 

a.  Sponsoring DOD organization endorses the connection request (see 
subparagraph 5 for Request Example) and forwards to Joint Staff, J-6. 
 

b.  Joint Staff, J-6 validates the connection request and forwards to 
ASD(C3). 
 

c.  ASD(C3) approves the connection request and informs Joint Staff, 
J-6. 
 

d.  Joint Staff, J-6 informs DISA SCAO of validation and approval of 
operational requirement. 
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e.  Contractor must comply with all DOD IA and CND policies and 
procedures. 
 

1875 
1876 
1877 
1878 
1879 
1880 
1881 
1882 
1883 
1884 
1885 

f.  Sponsoring DOD organization agency is responsible for ensuring 
funding is arranged for the connection. 
 

g.  Connection must be physically segregated from the corporate 
infrastructure. 
 

h.  Government sponsor conducts annual on-site security reviews. 
 
6.  Memorandum Example.  The following memorandum is provided as 
an example request with required information for connection of Non-
DOD USG, contractor or foreign access.  The memorandum should be 
sent to the Joint Staff, J-6, ATTN: J-6T, Washington, D.C. 20318-6000.  

1886 
1887 
1888 
1889 
1890  

EXAMPLE 1891 
 1892 

Defense Threat Reduction Agency               1893 
45045 Aviation Drive  1894 

Dulles, VA  20166-7517 1895 
14 Dec 02 1896 

  FROM:  DTRA-SWET                        1897 
 1898 
  MEMORANDUM FOR:  Joint Staff/J6T (Attn:  Major David Phillips, 

Room 1D770) 
1899 
1900 

 1901 
  SUBJECT:  Secret Internet Protocol Network (SIPRNET) Connectivity for 

the Federal Emergency Management Agency (FEMA) 
1902 
1903 

 1904 
  1.  CONNECTION REQUIREMENT:  Request a T-1 SIPRNET connection 

at FEMA’s office in Raliegh, NC and their two of our alternate 
operating locations in Salem, Oregon and Miami, Florida to support 
the Integrated Munitions Effects Assessment (IMEA) program. 

1905 
1906 
1907 
1908 

 1909 
  2.  DISCUSSION:  The Defense Threat Reduction Agency (DTRA) has 

developed a tool to aid the weaponeer in defeating high value targets 
containing weapons of mass destruction.  The tool, IMEA, was 
developed to fill a need arising from the Gulf War.  It is fast running 
and capable of running on a portable, relatively low-end machine.  
Our customer base has grown to nearly 300 users worldwide since  

1910 
1911 
1912 
1913 
1914 
1915 

     the product’s first release three years ago. This year we will be 
installing a web page on the SIPRNET to allow users to post problem  

1916 
1917 

  1918 
EXAMPLE 1919 
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 1920 
EXAMPLE 1921 

 1922 
      reports, communicate with the developer, and obtain other 

information to facilitate warfighter use.  FEMA has been tasked to 
trouble-shoot and resolve user problems on a real-time basis, and, if 
needed, to operate 24 hours per day in a help-desk mode.  It is, 
therefore, essential that they have access to the SIPRNET at these 
three locations to support DTRA. 

1923 
1924 
1925 
1926 
1927 
1928 

 1929 
  3.  MISSION PARTNERS AND OPERATIONAL JUSTIFICATION: 1930 
 1931 
       a.  DOD Sponsor Unit:  DTRA 1932 
 1933 
       b.  DOD Sponsor Mission:  Provide weaponeering solution with IMEA 

in support of the warfighter.  Develop and analyze crisis planning 
and provide critical problem resolution support in near real time. 

1934 
1935 
1936 

  1937 
       c.  Non-DOD agency/Contractor:  FEMA  1938 
 1939 
       d.  Non-DOD agency/Contractor DOD operational requirement: 

     
1940 
1941 

          (1)  Secure Development – There will be times when the weaponeer 
will need assistance in developing a weaponeering solution with 
IMEA.  In crisis planning especially, quick resolution of problems will 
be critical.  In order to assist the user in a timely manner, FEMA may 
ask them to send us their work via the SIPRNET for analysis.  We will 
provide advice to the user.  If problems reside in the programming 
code, FEMA will develop and distribute the fix via the SIPRNET. 

1942 
1943 
1944 
1945 
1946 
1947 
1948 

 1949 
            (2)  Exercise Support – FEMA and DTRA routinely supports CINC 

exercises throughout the world.  As in crisis planning, there may be 
problems encountered while trying to weaponeer a target.  Problems 
may involve techniques to model complex targets or developing 
unique work-around to compensate for unusual situations.  Our 
office is best suited to provide the modeling support, to analyze 
programming problems, and to develop fixes.  
    

1950 
1951 
1952 
1953 
1954 
1955 
1956 
1957 

       e.  Project/Contract # and expiration:  SIPRNET access for IMEA is 
required for four years until 30 Dec 2007.  

1958 
1959 

 1960 
EXAMPLE 1961 

 1962 
   1963 

1964  
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EXAMPLE 1965 
 1966 

4.  CONNECTION LOCATION(S): 1967 
 1968 
       a.  FEMA HQ, 1234 Kitty Hawk Blvd, Raleigh, NC 28817 1969 
 1970 
       b.  FEMA Detachment 51, 5000 Mountain Drive, Salem, OR 95801 1971 
 1972 
       c.  FEMA Detachment 23, 2121 Aquarius Ct, Miami, FL 33521 1973 
 1974 
  5.  ACCESS REQUIRED: 1975 
 1976 
       a.  Applications/Databases:  IMEA, Intellink-S, and NORTHCOM   

Website 
1977 
1978 

 1979 
       b.  Protocols:  Web and Mail 1980 
 1981 
       c.  Specific IP addresses:  198.99.99.2, 201.87.87.81, and 

56.94.84.64 
1982 
1983 

 1984 
       d.  DOD Installations:  Ft. Meade, MD and HQ SOUTHCOM 1985 
 1986 
  6.  CONCLUSION:  Approval of this request will provide for an efficient 

and economical way for FEMA to support DTRA and the warfighter in 
crisis and deliberate planning missions as well as provide for an 
efficient method to release and update future versions of IMEA. 

1987 
1988 
1989 
1990 

 1991 
  7.  POCs: 1992 
 1993 
       a.  DOD Sponsor:  Point of contact at DTRA is Mr Steve Sipperer, 

commercial (704) 223-8374, fax (704) 223-9001, e-mail 
SippereS@dtra.mil. 

1994 
1995 
1996 

 1997 
       b.  Non-DOD Agency/ Contractor: FEMA representative is Mr. Clint 

Black, commercial (618) 878-2305, e-mail is Clint.Black@fema.gov. 
1998 
1999 

 2000 
       c.  Security: FEMA Information Systems Security Officer (ISSO) is Ms 

Peggy Palmer, commercial (618) 878-7373, fax (618) 878-8399, e-
mail is PalmerPe@fema.gov. 

2001 
2002 
2003 

 2004 
 2005 

            LEON R. DONAHUE, GS-15 2006 
Program Manager, Special Weapons Targeting 2007 

     EXAMPLE   2008 
2009 
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 2009 
2010 
2011 
2012 
2013 
2014 
2015 
2016 
2017 
2018 
2019 
2020 
2021 
2022 
2023 
2024 
2025 
2026 
2027 
2028 
2029 
2030 
2031 
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 2032 
2033 
2034 
2035 
2036 
2037 
2038 

 
APPENDIX B TO ENCLOSURE C  

 
DISN SECURITY ASSURANCE PROGRAM 

 
 
1.  Background.  The DISN Security Assurance program integrates 
C/S/A and DISA inspection and assistance visit programs to assess 
DISN security status.  DISA will support C/S/As through site visits or 
remote monitoring and vulnerability assessments. 
 

2039 
2040 
2041 
2042 
2043 

2.  Inspections and Visits 2044 
2045  

a.  Site Inspections/Visits.  The program consists of three levels of on-
site inspections:  compliance inspections, assistance visits, and technical 
engineering inspections/visits.  Organizations will integrate types of 
inspections/visits described below to determine enclave and connection 
posture.  The inspection assets will range from non-technical teams with 
a systemic orientation to highly technical oriented teams.  Examples of 
assets to conduct on site inspections are Inspectors General (IG), Cross-
Domain, and various assistance teams. 
 

2046 
2047 
2048 
2049 
2050 
2051 
2052 
2053 
2054 

(1)  Compliance Inspections.  Compliance inspections include 
organizations/team (e.g., C/S/A Inspector General, auditors and DSS) 
that provide a systemic perspective of several aspects of information 
assurance; and provide local accrediting authorities a basis for 
immediate improvement. 
 

2055 
2056 
2057 
2058 
2059 
2060 
2061 
2062 
2063 
2064 
2065 
2066 
2067 
2068 
2069 

(a)  Compliance inspections are performed during scheduled 
visits. 
 

(b)  The primary focus is on documentation and the 
synchronization between local information and centralized repositories 
maintained by C/S/A and DISN network operators; training and 
certification deficiencies; network and enclave documentation and 
systemic issues. 
 

(2)  Assistance Visits.  Assistance Visits include 
organizations/teams (e.g., C/S/A IA organizations and DSS) able to 
identify and evaluate more complex security issues, and, along 
compliance visit results, provide basis for assessing Information 
Assurance training, implementation, and operation. 
 

2070 
2071 
2072 
2073 
2074 
2075 
2076 
2077 

(a)  Assistance visits support C/S/A respective Information 
Assurance programs, the Services and Agencies conduct assistance 
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visits. 
 

2078 
2079 
2080 
2081 
2082 
2083 
2084 
2085 
2086 
2087 
2088 
2089 
2090 
2091 
2092 

(b)  Assistance teams are more technically focused.  The teams 
provide assistance in correcting deficiencies noted by compliance teams, 
conduct assessment of operational procedures and practices, and 
evaluate documentation and information handling.  The primary focus is 
to identify and resolve deficient operational practices and procedures as 
well as device configuration issues. 
 

(c)  Assistance teams validate previous compliance inspection 
results and assist in resolving remaining deficiencies.  Repository 
synchronization will also be accomplished.  Unresolved training and 
certification deficiencies will be noted for resolution within Service and 
Agency channels. 
 

(3)  Technical Engineering Inspections.  Technical Engineering 
inspections include organizations/teams (e.g., C/S/A teams, Cross-
Domain Team (formerly SABI Team) and SIPRNET Inspection Team) that 
provide assurance that trusted devices continue to be maintained and 
operated in a manner that minimizes community risk, and provide 
training where necessary. 
 

2093 
2094 
2095 
2096 
2097 
2098 
2099 
2100 
2101 
2102 
2103 
2104 
2105 
2106 
2107 
2108 

(a)  Technical Engineering inspections (e.g., JVAP) primarily 
focus on the secure engineering, implementation, and, where applicable, 
operation of devices that move information across classification 
boundaries. 
 

(b)  Teams validate previous compliance inspections and 
assistance visit results and resolve remaining deficiencies where 
possible. 
 
3.  Remote Monitoring and Vulnerability Assessments.  Remote 
monitoring and vulnerably assessments develop a profile of potential 
configuration vulnerabilities and to alert the site.  Remote monitoring 
and vulnerability assessments begin when an enclave is first granted 
connectivity. 
 

2109 
2110 
2111 
2112 
2113 
2114 
2115 
2116 
2117 
2118 
2119 
2120 

a.  C/S/As conduct remote monitoring of enclave and long-haul 
network operations. 
 

b.  Organization providing local and long-haul component will conduct 
monitoring. 
 

c.  Sampling.  Sampling is conducted to evaluate quality of service, 
determine service efficiency, or support engineering actions to improve 

2121 
2122 
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network performance. 
 

2123 
2124 

d.  Security. Security assessments will examine consistency of site 
topology documentation and the conformance of network resident devices 
with vulnerability alerts issued by DOD CERT.  The long-haul operator 
will accomplish this for the secure networks (JWICS, SIPRNET), and the 
Services/Agencies will accomplish for NIPRNET. 
 

2125 
2126 
2127 
2128 
2129 
2130 

4.  Inspection Criteria 2131 
2132 
2133 

 
a.  Sample checklists for self-assessments and compliance 

inspections/visits can be found at web site http://guides.ritchie.disa.mil.  
The checklists cover both traditional security and information assurance. 
 

2134 
2135 
2136 
2137 
2138 
2139 
2140 
2141 
2142 
2143 
2144 
2145 
2146 
2147 

b.  Site visit inspections should follow published criteria for the 
respective C/S/A or criteria for the particular devices when classification 
boundaries are involved.  Criteria will be established during the initial 
accreditation of the device. 
 

c.  The criteria for remote monitoring will be based on published 
Secure Technical Implementation Guides (STIGs), vulnerability notices 
issued through CERT channels, or other criteria established by the 
C/S/A organization conducting the monitoring and provided to 
monitored sites. 
 
5.  Reporting 2148 

2149 
2150 
2151 
2152 
2153 
2154 
2155 
2156 
2157 
2158 
2159 
2160 
2161 

 
a.  Inspection/visit findings and results will be published through 

existing command and technical management channels. 
 

b.  Results reporting for contractors will be to the contract 
management organization, the contract sponsor, and to long-haul 
network operator(s) and the supporting information assurance 
management organization of contractor sponsor. 
 

c.  Connection documentation formats should be modified to provide 
an opportunity for an enclave to report when last inspected and the type 
of inspection, including self-assessments. 
 
6.  Enclave Categorization.  Criteria for categorizing an enclave are 
provided in subparagraph 8.  This categorization will support allocating 
limited technical assets to enclaves having the greatest IA benefit for 
interconnected community as a whole.  Additionally, categorization will 
be used to establish inspection scope and periodicity (subparagraph 7). 
 

2162 
2163 
2164 
2165 
2166 
2167 
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7.  Inspection Responsibility and Frequency Table.  “DISN Networks 
Security Inspection Table” (Table C-B-1) summarizes the execution 
concept for the DISN Security Assurance Program. 

2168 
2169 
2170 
2171  

 NIPRNET SIPRNET 
Category Frequency Inspecting 

Element 
Frequency 
(Minimum) 

Inspecting  
Element 

1 Every 3 
Years 

IG Every 3 
Years 

IG 

2 Every 3 
Years 

C/S/A  Every 3 
Years 

C/S/A  

3 (DOD) Every 2 
Years 

C/S/A Every 2 
Years 

C/S/A  

3 
(Contractor) 

Annual DSS Annual DSS 

4 Annual C/S/A Annual DISA 
 2172 

2173 
2174 

Table C-B-1. DISN Networks Security Inspection Table 
 

8.  Enclave Inspection Categories.  The following categories will be 
applied to connected enclaves as a means to allocate scarce technical 
inspection assets.  Categories reflect enclave configurations that 
potentially impact enclave/network security posture.  The categories 
accommodate who will accomplish the inspection/visit, the criteria used, 
and the frequency of inspection/visit.  Unless specifically referenced the 
category criteria for apply to both NIPRNET and SIPRNET enclaves. 
 

2175 
2176 
2177 
2178 
2179 
2180 
2181 
2182 

a.  Category One 
 

2183 
2184 
2185 
2186 
2187 
2188 
2189 
2190 
2191 
2192 
2193 
2194 
2195 
2196 

(1)  Enclave operates at a single classification level. 
 

(2)  Enclave employs a firewall or firewall-like device in place 
between local area network and wide area network. 
 

(3)  Enclave does not support remote access. 
 

(4)  Internet service is via DISA-provided gateway for NIPRNET 
connected enclaves. 
 

(5)  No cross-domain connections exist for connected enclaves. 
 

b.  Category Two 2197 
2198 
2199 
2200 

 
(1)  Enclave operates at a single classification level. 
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(2)  Enclave has a firewall in place. 
 

2201 
2202 
2203 
2204 
2205 
2206 
2207 

(3)  Internet service is via DISA-provided gateway for NIPRNET 
connected enclaves. 
 

(4)  NIPRNET enclave with central dial-in/dial-out modem banks. 
 

c.  Category Three 2208 
2209 
2210 
2211 
2212 
2213 
2214 
2215 
2216 
2217 
2218 
2219 
2220 
2221 

 
(1)  Enclave operates at a single classification level. 

 
(2)  NIPRNET enclave with connection to Internet with no firewall 

or firewall not via DISA-provided gateway. 
 

(3)  Contractor facility with NIPRNET connectivity. 
 

(4)  SIPRNET enclave without firewalls. 
 

(5)  SIPRNET enclave that supports a central dial-in/dial-out 
modem bank. 
 

d.  Category Four 2222 
2223 
2224 
2225 
2226 
2227 
2228 
2229 
2230 
2231 
2232 
2233 
2234 
2235 
2236 
2237 

 
(1)  Any enclave that has cross-domain connections that move 

information between two different classification levels (includes foreign 
systems). 
 

(2)  Contractor site with SIPRNET connectivity. 
 

(3)  Any site with non-US personnel integrated into work 
force/work area with SIPRNET access. 
 

(4)  Any site that is identified by the DISA SCAO as non-compliant 
in providing requested connection approval documentation, or does not 
meet the compliance timeline in a failed DISA SCAO remote network 
assessment. 
 
9.  Joint Vulnerability Assessment Process (JVAP) 
 

2238 
2239 
2240 
2241 
2242 
2243 
2244 
2245 
2246 

a.  All sites with an approval to connect to the DISN are subject to an 
annual on-site JVAP, or as otherwise directed by the Joint Staff. 
 

b.  The JVAP is a process using checklists and DISA and NSA 
procedures to assess specific configurations, operations and 
administration of the cross-domain solution(s). 
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c.  Types of JVAPS 
 

2247 
2248 

(1)  Scheduled JVAP.  Scheduled JVAPs will be performed annually 
and will be coordinated and scheduled in advance with the local/site 
DAA and the site POC. 

2249 
2250 
2251 
2252  

(2)  Short Notice JVAP.  Short notice JVAPs will be performed as 
required.  This may occur with limited (less than 24 hours) notification 
and coordination with the local/site DAA and POC. 
 

2253 
2254 
2255 
2256 
2257 
2258 
2259 
2260 
2261 
2262 
2263 
2264 
2265 
2266 
2267 
2268 
2269 
2270 
2271 
2272 
2273 
2274 
2275 
2276 
2277 
2278 
2279 
2280 

d.  The JVAP verifies the configuration and identifies possible security 
vulnerabilities of a cross-domain solution.  A cross-domain solution 
connects two domains and restricts the information that transfers 
between the domains.  The security posture and operations of the cross-
domain solution must be in compliance with approved conditions to 
maintain connection authorization. 
 

e.  A DISA Field Security Office team lead will notify the local/site 
DAA and the C/S/A representative for both scheduled and short notice 
JVAP visits.  In cases when the local/site DAA is not available, the 
C/S/A representative will be asked to assist in the coordination of the 
visit. 
 

f.  DISA and NSA will perform data collection and analysis on the 
cross-domain solution(s).  The collection and analysis will result in a 
detailed listing of vulnerabilities with recommended corrective actions.  
The results are maintained in a secure database by DISA.  The site will 
be responsible for updating status of corrective action through the 
local/site DAA.  The final report, to include recommended corrective 
action(s), will be made available to the local/site DAA. 
 

g.  High-risk vulnerabilities will be corrected (when possible) prior to 
the JVAP team leaving the site.  The status of remaining vulnerabilities 
will be reported by the local/site DAA until closed. 
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 2281 
2282 
2283 
2284 
2285 
2286 
2287 
2288 
2289 
2290 
2291 
2292 
2293 
2294 
2295 
2296 
2297 
2298 
2299 
2300 
2301 
2302 
2303 
2304 
2305 
2306 
2307 
2308 
2309 
2310 
2311 
2312 
2313 
2314 
2315 
2316 
2317 
2318 
2319 
2320 
2321 
2322 
2323 
2324 
2325 

 
ENCLOSURE D  

 
REFERENCES 

 
 
a. CJCSI 6250.01, Series, “Satellite Communications” 
 
b. CJCSI 6215.01, Series, “Policy for Department of Defense Voice 
Networks”  
 
c. DCID 6/3, Series,  “Protecting Sensitive Compartmented Information 
within Information Systems” 
 
d.  DODI 4640.14, 6 December 1991, "Base and Long-Haul 
Telecommunications Equipment and Services"  
 
e. DOD Directive 8500.1, Series, “Information Assurance (IA)” 
 
f. DOD Instruction 5200.40, 30 December 1997, ”DOD Information 
Technology Security Certification and Accreditation (C&A) Process” 
 
g. DOD 8510.1-M, 31 July 2000, “DOD Information Technology Security 
Certification and Accreditation Process (DITSCAP) Application Manual” 
 
h. DOD 5200.1-R, 14 January 1997, “Information Security Program” 
 
i. DOD Directive 5230.11, 16 June 1992, "Disclosure of Classified 
Military Information to Foreign Governments and International 
Organizations" 
 
j. CJCSI 5221.01, Series, “Delegation of Authority to Commanders of 
Combatant Commands to Disclose Classified Military Information to 
Foreign Governments and International Organizations” 
 
k. DOD Instruction 8500.2, Series, “Information Assurance (IA) 
Implementation” 
 
l. CJCSI 6510.01, Series, “Information Assurance (IA) and Computer 
Network Defense (CND)” 
 
m. DISA Circular 310-130-4, 18 August 1993, “Defense User’s Guide to 
the Telecommunications Service Priority (TSP) System” 
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n. CJCSM 6510.01, Series, “Defense-in-Depth: Information Assurance 
(IA) and Computer Network Defense (CND)” 
 

2326 
2327 
2328 
2329 
2330 
2331 
2332 
2333 
2334 
2335 
2336 
2337 
2338 
2339 
2340 

o. NSTISSI No. 7003, 13 December 1996, “Protected Distribution 
System” 
 
p. ASD (C3I) Memorandum, 22 August 1999, “Increasing the Security 
Posture of the Unclassified but Sensitive Internet Protocol Router 
Network (NIPRNET)” 
 
q. Defense Information System Network (DISN) Long-Haul Block Security 
Policy, May 1999 
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 2341 
2342 
2343 
2344 
2345 
2346 
2347 
2348 
2349 
2350 
2351 
2352 
2353 
2354 
2355 
2356 
2357 
2358 
2359 
2360 
2361 
2362 
2363 
2364 
2365 
2366 
2367 
2368 
2369 
2370 
2371 
2372 
2373 
2374 
2375 
2376 
2377 
2378 
2379 
2380 
2381 
2382 
2383 
2384 
2385 

 
GLOSSARY  

 
 

PART I--ABBREVIATIONS AND ACRONYMS 
 

A 
AOR   area of responsibility 
ASD(C3) Assistant Secretary of Defense Command, Control, and 

Communications 
ATC   Authority to Connect 

 
C 

C/S/A Combatant Command, Service and Defense Agency 
C4I command, control, communications, computers and 

intelligence 
CAP   connection approval process 
CDSO  Cross-Domain Solutions Organization 
CDTAB  Cross-Domain Technical Advisory Board 
CIO   Chief Information Officer 
CISA   Communication Information Service Activity 
CJCS   Chairman of the Joint Chiefs of Staff 
CJCSI  Chairman of the Joint Chiefs of Staff Instruction 
CJCSM  Chairman of the Joint Chiefs of Staff Manual 
COMSEC  communications security 
COP    common operational picture 
CTF   coalition task force 
 

D 
DAA   Designated Approving Authority 
DBOF   Defense Business Operating Fund  
DCID   Director of Central Intelligence Directive 
DIA   Defense Intelligence Agency 
DICAST Defense and Intelligence Community Accreditation 

Support Team 
DISA   Defense Information Systems Agency  
DISN   Defense Information System Network 
DITSCAP           DOD Information Technology Security Certification 
                             and Accreditation Process 
DOD   Department of Defense 
DRSN   Defense Red Switch Network 
DSAWG  DISN Security Accreditation Working Group 
DSN   Defense Switched Network 
DSS   Defense Security Service 
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 2386 
2387 
2388 
2389 
2390 
2391 
2392 
2393 
2394 
2395 
2396 
2397 
2398 
2399 
2400 
2401 
2402 
2403 
2404 
2405 
2406 
2407 
2408 
2409 
2410 
2411 
2412 
2413 
2414 
2415 
2416 
2417 
2418 
2419 
2420 
2421 
2422 
2423 
2424 
2425 
2426 
2427 
2428 
2429 
2430 
2431 

G 
GIAP   GIG interconnection approval process 
GIG   Global Information Grid 
 

I 
IA   information assurance 
IAM   Information Assurance Manager 
IAO   Information Assurance Officer 
IAPB   Information Assurance Policy Board 
IATC   interim authority to connect 
IAW   in accordance with 
IC   Intelligence Community 
IG   Inspector General 
ISSE   information systems security engineering 
ISSM   Information Systems Security Manager 
ISSO   Information Systems Security Officer 
IT   information technology 
 

J 
JTF    joint task force 
JVAP   Joint Vulnerability Assessment Process 
JWICS  Joint Worldwide Intelligence Communications system 

 
M 

MCEB  Military Communication Electronics Board 
 

N 
NCAO                   NIPRNET Connection Approval Office 
NIPRNET  Non-classified Internet Protocol Router Network 
NSA   National Security Agency 
NSEP   National Security Emergency Preparedness 
 

O 
OSD   Office of the Secretary of Defense 
 

P 
PAT   process action team 
PDS   protected distribution system 
 

R 
RI   referenced implementation 
 

S 
SABI   SECRET and Below Interoperability 
SAP   special access program 
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SAR   Special Access Requirement 2432 
2433 
2434 
2435 
2436 
2437 
2438 
2439 
2440 
2441 
2442 
2443 
2444 
2445 
2446 
2447 
2448 
2449 

SCAO   SIPRNET Connection Approval Office 
S_C_I   sensitive compartmented information  
SIPRCAP  SIPRNET Connection Approval Process 
SIPRNET  SECRET Internet Protocol Router Network 
SSAA   System Security Authorization Agreement 
STIGs   Secure Technical Implementation Guides 
 

T 
TSABI  TOP SECRET and Below Interoperability 
TSP   Telecommunications Service Priority 
 

U 
USSTRATCOM US Strategic Command 
 

V 
VMS   Vulnerability Management System 
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PART II--DEFINITIONS 2449 
2450  

accreditation.  Formal declaration by a Designated Approving Authority 
(DAA) that an information system (IS) is approved to operate in a 
particular security mode at an acceptable level of risk, based on the 
implementation of an approved set of technical, managerial, and 
procedural safeguards. 

2451 
2452 
2453 
2454 
2455 
2456  

authentication. Security measure designed to establish the validity of a 
transmission, message, or originator, or a means of verifying an 
individual’s authorization to receive specific categories of information. 

2457 
2458 
2459 
2460   

certification.  Comprehensive evaluation of the technical and non-
technical security safeguards of IS to support the accreditation process 
that establishes the extent to which a particular design and 
implementation meets a set of specified security requirements. 

2461 
2462 
2463 
2464 
2465  

Common Criteria. The International Common Criteria for Information 2466 
2467 
2468 
2469 
2470 
2471 
2472 

Technology Security Evaluation (CC) defines general concepts and 
principles of information technology (IT) security evaluation and presents 
a general model of evaluation. It presents constructs for expressing IT 
security objectives, for selecting and defining IT security requirements, 
and for writing high-level specifications for products and systems. 
 
Community.  Data and system owners who are affiliated by information 
system interconnection. 

2473 
2474 
2475  

community risk. Probability that a particular vulnerability will be 
exploited within an interacting population and adversely impact some 
members of that population. 

2476 
2477 
2478 
2479  

connection approval. Formal authorization to interconnect information 
systems. 

2480 
2481 
2482  

cross-domain solution.  An information assurance solution that provides 
the ability to manually and/or automatically access and/or transfer 
between two or more differing security domains. 

2483 
2484 
2485 
2486  

data.  An object (e.g., file, set of files, information, imagery, graphics) that 
is developed, assembled, and packaged by a producer for transfer across 
security domains. 

2487 
2488 
2489 
2490  

Defense Information System Network (DISN). The DOD consolidated 
worldwide enterprise-level telecommunications infrastructure that 
provides the end-to-end information transfer network for supporting 
military operations 

2491 
2492 
2493 
2494 
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designated approving authority (DAA).  Responsible for weighing the 
security risks of operating an automated information system versus the 
benefits it may provide and deciding whether or not to approve operation 
of the system. 

2495 
2496 
2497 
2498 
2499  

DISN user.  An individual assigned to an organization having devices 
directly or indirectly connected to the DISN. 

2500 
2501 
2502  

DISN Security Accreditation Working Group (DSAWG). Provides, 
interprets, and approves DISN security policy, guides architecture 
development, and recommends accreditation decisions to the DISN Flag 
panel. 

2503 
2504 
2505 
2506 
2507  

DOD CIO Executive Board Charter for Adjudication of Requests for 
Waiver of DISN.   The DOD CIO Executive Board is the single DOD 
executive level providing senior management recommendations and 
decision support for adjudication of requests for waiver of the DISN.  The 
board is supported by the GIG Waiver Review Panel.  

2508 
2509 
2510 
2511 
2512 
2513  

DOD Information Technology Security Certification and Accreditation 
Process (DITSCAP).  The standard DOD approach for identifying 
information security requirements, providing security solutions, and 
managing information technology system security.   

2514 
2515 
2516 
2517 
2518  

Defense Intelligence Community Accreditation Support Team (DICAST). 
Supports the intelligence principal accreditation authorities (PAAs), 
which includes, the Director of the NSA, the Director of the DIA, the 
Director of the NRO, or the Executive Director of the Central Intelligence 
Agency. The responsibilities of the DICAST are outlined in DCID 6/3 
(reference c). 

2519 
2520 
2521 
2522 
2523 
2524 
2525  

enclave.  An environment under the control of a single authority and has 
a homogeneous security policy, including personnel and physical 
security.  Local and remote elements that access resources within an 
enclave must satisfy the policy of the enclave.  Enclaves can be specific 
to an organization or a mission and may also contain multiple networks.  
They may be logical, such as an operational area network (OAN), or be 
based on physical location and proximity.  The enclave encompasses 
both the network layer and the host and applications layer. 

2526 
2527 
2528 
2529 
2530 
2531 
2532 
2533 

 2534 
End-to-End.  The fusion of all requisite components to deliver a defined 
capability.  For the GIG, this implies all components from the user access 
and display devices and sensors to the various levels of networking and 
processing, all associated applications, and all related transport and 
management services.  For the DISN services, end-to-end encompasses 
service user to service user (e.g., PC-to-PC, phone-to-phone). 

2535 
2536 
2537 
2538 
2539 
2540 
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 2541 
Global Information Grid (GIG).  The globally interconnected, end-to-end 
set of information capabilities associated processes, and personnel for 
collecting, processing, storing, disseminating and managing information 
on demand to warfighters, policy makers, and support personnel.  The 
GIG includes all owned and leased communications and computing 
systems and services, software (including applications), data, security 
services, and other associated services necessary to achieve Information 
Superiority.  It also includes National Security Systems as defined in 
section 5142 of the Clinger-Cohen Act of 1996.  The GIG supports all 
Department of Defense, National Security, and related Intelligence 
Community missions and functions (strategic, operational, tactical and 
business), in war and in peace.  The GIG provides capabilities from all 
operating locations (bases, posts, camps, stations, facilities, mobile 
platforms, and deployed sites).  The GIG provides interfaces to coalition, 
allied, and non-DOD users and systems.

2542 
2543 
2544 
2545 
2546 
2547 
2548 
2549 
2550 
2551 
2552 
2553 
2554 
2555 
2556 
2557 

 
 
GIG Interconnection Approval Process. Electronic process to submit 
connection information and register a GIG connection. 

2558 
2559 
2560  

guards. Process limiting the exchange of information between systems. 2561 
2562  

interconnected. An interconnected information is composed of separately 
accredited information systems (i.e., Enclaves).  Each self-contained 
information system maintains its own intra-system services and controls, 
protects its own resources, and retains its individual accreditation.  Each 
participating information system has its own IAO (ISSO).  

2563 
2564 
2565 
2566 
2567 
2568  

information assurance.  Information operations (IO) that protect and 
defend information and information systems by ensuring their 
availability, integrity, authentication, confidentiality, and non-
repudiation.  This includes providing for restoration of information 
systems by incorporating protection, detection, and reaction capabilities.  

2569 
2570 
2571 
2572 
2573 
2574  

Joint Vulnerability Assessment Process (JVAP).  A process using 
checklists and DISA/NSA procedures to assess specific configurations, 
operations and administration of the cross-domain solution(s). 

2575 
2576 
2577 
2578  

Protection Profile.  A protection profile contains a set of security 
requirements either from the Common Criteria for Information 
Technology Security Evaluation (CCITSE), or stated explicitly, which 
should include an Evaluation Assurance Level (EAL). The protection 
profile permits the implementation independent expression of security 
requirements for a set of Targets of Evaluation (TOEs) that will comply 
fully with a set of security objectives. 

2579 
2580 
2581 
2582 
2583 
2584 
2585 
2586  
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referenced implementation (RI). An approved interconnection security 
implementation maintained by the NSA and made available for reuse or 
for use as a guide. 

2587 
2588 
2589 
2590  

Risk Decision Authority Criteria.  Criteria for identifying an acceptable 
level of community risk appropriate for the connection approval 
authorities to employ in making connection decisions. 

2591 
2592 
2593 
2594  

robustness.  A characterization of the strength of a security function, 
mechanism, service or solution, and the assurance (or confidence) that it 
is implemented and functioning correctly.  DOD has three levels of 
robustness: 

2595 
2596 
2597 
2598 
2599  

     high robustness.  Security services and mechanisms that provide the 
most stringent protection and rigorous security countermeasures. 

2600 
2601 
2602  

     medium robustness.  Security services and mechanisms that provide 
for layering of additional safeguards above good commercial practices.

2603 
2604 
2605 

 
 
     low robustness.  Security services and mechanisms that equate to 
good commercial practices.

2606 
2607 
2608 

 
 
security domain. Within an information system, the set of objects that 2609 

2610 
2611 
2612 
2613 
2614 
2615 

is accessible.  Access is determined by the controls associated with 
information properties such as its security classification, security 
compartment or sensitivity. The controls are applied both within the 
information system and in its connection to other classified or 
unclassified information systems. 
 
security markings.  Indicators applied to a document, storage media, or 
hardware component to designate categorization and handling 
restrictions applicable to the information in the document.  For 
intelligence information, these could include compartment and sub-
compartment indicators and handling restrictions.  For DOE information, 
these could include indicators of information type (such as Restricted 
Data), and Sigma categories. 

2616 
2617 
2618 
2619 
2620 
2621 
2622 
2623  

security penetration testing. System testing designed to evaluate the 
relative vulnerability of the system to hostile attacks.  Penetration testers 
often try to obtain unauthorized privileges (especially attempts to obtain 
“root” or “superuser” privileges) by exploiting flaws in system design or 
implementation. 

2624 
2625 
2626 
2627 
2628 
2629  

subnetwork.  A logical partition of a network amenable to separate 
management, control, and provisioning because of functional or 
geographic reasons. 

2630 
2631 
2632 
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2633  
system.  A generic term for a collection of equipment connected to the 
DISN.  It may refer to a host, a group of hosts, or a network. 

2634 
2635 
2636  

validation.  The confirmation, by designated authority, that a request for 
access and use of the DISN is necessary to meet that organization's 
mission requirements. 

2637 
2638 
2639 
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